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1 SYSTEM REQUIREMENTS

NetworkEnvironment Requirements
A non-Cloud (not Azure) Active Directory domain is required , with Microsoft As Loc al
Administrator Password Solution ( LAPS installed and already configured.

ServerRequirements
Operating System: Windows 8.1 Pro or higher, Windows Server 2012 R2 or higher.

By default OVERLAPS runs as the system account on the server (NT
AUTHORITXSYSTEM), and @rmission must be given to th is account to read and write
the LAPS properties (see 4.3 Permissions on page 29). Alternati vely, if you are plan ning
to use a Service Account to allow OVERLAPS to access Active Directory (see 8.3.4 Active
Directory on page 69), then that account must have the relev ant LAPSpermissions.

Client Requirements
Internet Browser: Any modern browser with JavaScript enabled.
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2 | NSTALLATION

2.1 RUNNING THIRISTALLER

Mame Date modified Type Size

ﬁ_%! overlaps_pro.msi 06,03,/2020 11:34 Windows Installer ... 8,776 KB

Double clickthe 3 o v e r | a p s ingtalleoto stast the install ation process.

i OVERLAPS Pro Setup =1 -

Welcome to the OVERLAPS Pro Setup
Wizard

The Setup Wizard will install OVERLAPS Pro on your
computer. Click Next to continue or Cancel to exit the Setup
Wizard.

Figure1 z The OVERLAPS installer

Ch e ¢ k | dgfeesto the license terms and conditions j box and click the (¢
buttontoproceed. 4f you receive a User AccdespntoCahtowl w
OVERLAPSO install.

You may notice a window popping up brie fly. This is the database upgrade program
which is responsible for creating the database file  if needed and importing your
configuration data into it.

Once installation has completed, you will be shown a success message.

6
Copyright ©2018 -2020 Int64 Software Ltd. | Last Updated 22nd October 2020



OVERLAPS 3.0.11.0

iy

OVERLAPS Pro Setup =i -

Completed the OVERLAPS Pro Setup
Wizard

Click the Finish button to exit the Setup Wizard.,

Figure 2 - Installation Completed

If everything went to plan, you should now see the = OVERLAPService installed and

running.

*4 OVERLAPS Pro Web Service  Web interfa... Running  Automatic

Figure 3 - The OVERLAP Service Running

If the service is not running, open and check the log file in the below f older for

problems.

C:\ ProgramData\ Int64 Software Ltd  \ OVERLARS®verlaps.log

The most common cause for failure on a clean install is because another process is
already serving HTTP content on port 80. You can change the portthat OVERLAPSuses
by launching the OVERLAPS Configuration Utility, navigating to the Settings tab, and

sear chi

ng for 3HTTPPortj, double click the

7
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Il OVERLAPS Configuration Utility *

Introduction  Users and Groups  HTTPS  Kerberos  Settings  Tools

Lise this tab to directly edit the intemal OVERLAFPS settings. Mote that changes to some of these settings may require a service restart to
apply.

Fiter |HTTPPort|

Category Setting Walue Default
WebHost HTTPPort 80 a0

Figure 4 z Modifying the HTTP Port

By default this is set to use port 80 (and 443 for HTTPS), but this can be changed to any
valid port number (17 65535, being aware of typically in -use or reserved port numbers ).
Common alternatives are ports 8080 and 8443 respectively.

Once the value has been changed, try to start the service again.  If you are still
experiencing problems, contact the Int64 Software Support Team (  see 10 Getting
Support on page 84).

Note that some changes to the OVERLAPS settings through the Configuration Utility may
require a service restart.

2.2 INSTALLING YOLRENCELE

Note: This section only applies to the full version of OVERLAPS&rial versions do not require
a licence file.

As of version 1.4, OVERLAPS now requires you to have a lice nce file which can be
downloaded from your account on  https://int64software.com/overlaps/

| | CED-03D.lic

Figure5 - An examplelicence file

Once you have downloaded your licence file, copy it into:
CA\ProgramData \Int64 Software Ltd \OVERLAPS

OVERLAPS periodically checks for new I|icence fil
wait for this to occur or restart the service . If it worked correctly you will be shown the

login page when goingtot he server As UP address/ hostname fr ot
receive a licence error, try downloading the file again.

8
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3 FIRST CONFIGURATION

3.1 CONFIGURATIGIDOLS

3.1.1 olconfig.exeCommand Line Interface

e Administrator: Command Prompt

sMindowsssystem32>"CisProgram Files (x86>“0OUVERLAPS“o0olconfig.exe"
OVERLAPS Configuration Tool
opyright ©26828 Int64 Software Ltd

olconfig.exe user [optionsl — Add/Modify OUERLAFPS users

olconfig.exe https [options] - Configure S8LA/TLS encryption to OUERLAPS

olconfig.exe security [options] — Setup Kerberosz encryption for OUERLAPS authe
tication

ze "olconfig.exe [model ~help' for more information on each mode.

sHindowsssystem32 > _

Figure 6 - The olconfig.exe command Ine tool

This tool still allows you to manage users, helps to configure Kerberos (see 3.2
Configuring Kerberos below) and allows you to install SSL/TLS certificates (see 3.3
Configuring HTTPS on page 17).

Command line help can be viewed for each function using the following commands:

olconfig.exe user /help
olconfig.exe https /help

olconfig.exe security /help
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3.1.2 OVERLAPS ConfigigatUtility (GUI)
A OVERLAPS Cenfiguration Utility X

Imtroduction  Users and Groups  Host  HTTPS  Kerberos  Seftings  Tools

Welcome to the OVERLAPS Configuration URility

You can use this utility to setup your initial OVERLAPS install orto later modify some core settings as needed. i you are unsure
about the purpose of any of the options available in this tool, please consult the Setup Guide (PDF).

Please note that most of the OWERLAPS configuration can be modffied from within its own web interface by Administrators.

View the OVERLAPS Setup Guide (FDOF)

Show Legacy HTTPS Configuration Tab

Copyright ©2018-2020 Int64 Software Ltd.
For mare information, see hittps://int 64software com/overaps/

Figure7 - The OVERLAPS Configuration Utility

The GUI Configuration Utility which provides a simple point  -and-click interface to help
you configure OVERLAPS on the server on which it is installed.

You can access the Configuration Utility from the Start Menu (OVERLAPS  ->
Configuration Utility) or by running 3olconfig_g

The utility is split into 6 tabs:

3.1.2.1 Introduction
Welcomes you to the utility and provide access to the Setup Guide  (this document).

10
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3.1.2.2 Users and Groups
Introduction  Users and Groups  HTTPS  Kerberos  Configuration Fle  Tools

|sers and Groups

User Information

Usemame Group Admin
int64 local/LAPS Admins Damain |ir1t61.lnca| |
int&4 local /LAP S Selff Service W' '

lzemame | LAPSAdming |
int&4d local/LAPS Users W'
int&4 local/dalead w
I ocavaaiEacer Administrator [

2FA Enabled

Figure 8 - Users and Groups Configuration
This tab allows you to add, modify and remove users and groups from OVERLAPS.

To add a new user simply clickthe New butt on and enter dnthe user As
username information in the right. Optionally, if you want the user to be an
administrator in OVERLAPS, check the Administrator  button. Then click Save Changes .

To edit a user, select them in the list. You can then toggle their Administrator status or
disable Two Factor Authentication (2FA) on their account if it is enabled.

Note that if Two Factor Authentication is enforced from the Site Settings, the user will be
forced to re -enable it when they next login.

Finally, to remove a user or group, selectt hem in the list and click the Remove button.

Note that group members cannot be edit ed or removed from this interface.

11
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3.1.2.3 Host
[ overLAPS Configuration Utility .t

Introduction  Users and Groups  Host  HTTPS  Kerberos  Settings  Tools

Parts
Caontrols the ports that OWVERLAFS listens on for unencrypted (HTTP) and encrypted (HTTPS) requests.

HTTP |80 B HTTPS 443 B

Address List

The list of URI addresses that OVERLAPS will listen for requests on. This is corfigured automatically to start and adjusted when
configuring HTTFS, but this can be used to manually adjust the address list as needed.

Host Address/IP Address Enabled

192.168.1215 =

xilZappsrvrint64dev local m

Addan Address.. | | Delete Selected

Figure 9 - Host Configuration

The Host tab allows you to configure the basic web hosting settings for OVER  LAPS.

Ports
Set the HTTP and HTTPS ports that OVERLAPS will listen on. Default: 80 and 443.

Address List
Configure the list of addresses that OVERLAPS will respond to requests on. By default
this will be set to the IP address and DNS hostname of the server it is installed on.

Adding an HTTPS certificate binding in the HTTPS tab for other addresses (e.g. a DNS
alias) will automatically add the address to this list as well.

Addi tional addr esses ¢ anAdbdan Addeesse d bbuyt tcolni,c koirng t h
addresses can be removed by sel e dDeléeteSglecteth e mbanhdoal i c
Addresses can be disabled by unchecking the checkbox next to their name.

Warning: Adding invalid or incorrect addresses may cause the OVERLAPS service to fail to
load.

12
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3.1.2.4HTTPS
B OVERLAPS Configuration Utility *

Introduction  Users and Groups  Host HTTPS  Keberos Settings  Tools

To enable HTTPS encryption for OWERLAPS {recommended) you must first bind a TLS/55L cedificate file (*.pfx) to it. This can be a full
certificate chain from a trusted authority or a seff-signed cerdificate generated manually. Once you have the certfficate, click the "Add a
Mew Binding" button below to bind it to the server's IP address, hostname or DNS alias.
HTTFS Cerificate Bindings
Hostname or IP Address 4 Port Cerificate Thumbprirt
152. 215 443 deb17e91 b Hee

ovedaps int6ddev Jocal 443 | deb17e917b%ce1 7480 194a20e60dd 38050 e 79

[ Show Legacy Bindings (sxplain)

| AddaNewBinding.. | | Delete Selected Binding Disable OVERLAPS HTTPS

Fgure 10 - Setting up HTTPS

The HTTPS tab helps to setup OVERLAPS to host its content over a TLS/SSL encrypted
connection.

To use this section you will first need aPKCS12 certificate private key file (.pfx or .p12)
This can eithe be from a Trusted Certificate Authority (such as Comodo SSLThawte or Lets
Encrypt), generated from your own root certificate, or it can be a self-signed certificate (see
https://int64software.com/blog/2020/04/20/creating -a-self-signed-sskcertificate-for-your-
intranet -services).

For more information on  both of these sections, see 3.3.1 Configuring HTTPS using the
Configuration Utility on page 18.

13
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3.1.2.5 Kerberos

Introduction  Users and Groups  HTTPS  Kerberos  Configuration File  Tools
By default, the OWERLAPS web server will use NTLM when a user selects the option to login with Windows Integrated Authertication (or

if this login method has been enforced by an administrator). While this is fine for most cases, NTLM has been shown to be vulnerable to
certain Man-In-The-Middle attacks, so Kerberos should be enabled below.

OVERLAPS Host Name/Address |OVERLAPS |
This should be the URL used to access OVERLAPS in your browser (without HTTP/HTTPS)

OVERLAPS Service Account  [NT AUTHORITY\SYSTEM |

The user/service account that the OVERLAPS service is unning as
(NT AUTHORITY\SYSTEM by default)

Refresh

Kerberos for Unencrypted Connections (HTTP)

Status |Kerberos for HTTP is ENABLED. |

Enable Kerberos Dizable Kerberos

Status  |HTTPS is not configured.

Enable Kerberos Dizable Kerberos

Figure 11 - Configuring Kerberos

For more information on Kerberos, see section 3.2 Configuring Kerberos below.

14
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3.1.2.6 Settings

l OVERLAPS Configuration Utility

Introduction  Users and Groups

HTTPS Kerberos Seftings Tools

se this tab to directly edit the intemal OVERLAPS settings. Mote that changes to some of these settings may require a service restart to

apply.
Fitter ||

Category Setting WValue Default "~
ComputerConnection Settings 10 10

ActiveDirectory ComputerGueryMax Results 1001 0

ActiveDirectory ComputerGuery Timeout 4 2

ActiveDirectory Entropy1

ActiveDirectory Entropy 2

ActiveDirectory Global Allow Expiry Time: False False

ActiveDirectory GroupConnection Settings 20 33

ActiveDirectory GroupMembership Update Frequency 3600 3600

ActiveDirectory LDAPPort 389 389

ActiveDirectory Last pdate 26/08/2020 09:42:56 01/01/0007 00:0...
ActiveDirectory Maximum Expiry Days 0 30

ActiveDirectory MultiDomain Preference ] 0

ActiveDirectory MultiForest LiserSupport False False

ActiveDirectory Password

ActiveDirectory UpdateFrequency 21600 21600 W

Waming: Setting these values incomectly could result in unexpected results.

This tab provides direct access to edit the

Figure 12 - Raw OVERLAPS Settings

internal OVERLAPSettings .

Settings and found by using the Filter box. Changes are saved automatical ly, but some
settings may require a service restart before they will be picked up by OVERLAPS.

Most of the settings included here are more easily
where better descriptions about their purpose are provided.

modified from within OVERLAPS

Take care when modifying the configuration settings as mistakes made here can lead to the
OVERLAPS service failing to load, or could reset all of your settings to their defaults.

3.1.2.7 Tools

Finally, this tab provides a few additional helpful tools such as quick access to the
OVERIAPS logs, and the ability to start, restart or stop the service.

3.2 (OONFIGURINKERBEROS
By default, the OVERLAPShttp server will use NTLM when a user select s the option to
login with Windows Integrated Authentication (or if this is enforced). While this is fine
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for most cases, NTLM has been shown to be vulnerable to certain Man  -In-The-Middle
attacks, so Kerberos is preferred.

Note that even when configured, Kerberos will only be used when the client computer is also
a member of your Active Directory domain, or when a DNS name is configured for the server.

To configure Kerberos, you must define a Service Principal Name (SPN) for the server
You can do this in one of two ways: automatically using the either of the configuration
tool s included with OVERLAPS, or manually using the Jetspn.exei tool provided by
Windows.

3.2.1 Configuring Kerberos using the Configuration Utility
You can create an SPN to enable Kerberos using the Configuration Utility by checking
the Host Name and Service A ccount fields are correct:

Host N\megAddress
The server name or address used to access OVERLAPS (e.g. overlaps.mydomain.com).

Service Account
The account that the OVERLAPS service is running
account (NT AUTHORITMSYSTEM) by default.

Click the Refresh button to check these values.

You may then click the Enable Kerberos button under HTTP or HTTPS sections to
enable Kerberos over the relevant connection. Note that the HTTPS section will not be
enabled if this has not yet been setup.

3.2.2 Configuring Kerberassing olconfig.exe

Enabling Kerberos support using the olconfig.exe tool can be achieved very simply with
one of the following commands depending on whether you are using HTTP, HTTPS or
both HTTP and HTTPS (recommended).

olconfig.exe security /enablekrb ht tp
olconfig.exe security /enablekrb https

olconfig.exe security /enablekrb both

In addition to this, you can specify these optional parameters:

The address of the server (defaults to the hostname)

/url <hostname/address>
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Theserviceaccount OVERLAPS rasgdefaults to SYSTEM)

/account <account>

To check the current Kerberos status, you can use the command line:

olconfig.exe security /krbstatus

Please be aware that thisworks by calling SetSPN.exe with the correct parameters already
filled out for you. If you encounter any problems, please consult the SetSPN documentation.

3.2.3 Configuring Kerberos manually
Alternatively, t o register an SPN manually , use the command line:

SetSPN Za HTTP(S)/<servername> <machineaccount>$

So, for example if our serverwascalle d 3over |l apsj, and we wanted to
HTTP and HTTPS to sipport Kerberos we woul d use the command lines:

SetSPN Za HTTP/OVERLAPS OVERLAPS$

SetSPN Za HTTPS/OVERLAPS OVERLAPS$

For more information on configuring Service Principal Names  manually , please refer to
Microsoft documentation.

3.3 ONFIGURINAITTPS

To further increase security to OVERLAPSIt is recommended that you install an SSL /TLS
certificate so that traffic between the server and a client is encrypted.

This is particularly critical if you ar e intending to use the Login Form (as opposed to
Windows Integrated Authentication), because anything entered in the form (username and
password) is sent unencrypted to the server without an SSL/TLS certificate, making it
vulnerable to network sniffing att acks.

Certificates can be obtained from third -party Trusted Authorities (such as Thawte,
Comodo SSL, or Lets Encrypt). They can also be created from your own root certificate,
or created as stand alone self -signed certificates.

For information on how to cre ate a properly -formed self -signed certificate, see our
guide here: https://int64software.com/blog/2020/04/20/creating -a-self-signed-ssl-
certificate -for -your -intranet -services/
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Once you have your certificate file (.pfx, .p12), you can install and configure encryption
using either of the config uration tools,ormanually usi ng t he Wi ndows J3net sh
command .

3.3.1 Configuring HTTPS using the @©ométion Utility
A OVERLAPS Configuration Utility >

Introduction  Users and Groups  Host  HTTPS  Kerberos  Settings  Tools

To enable HTTPS encryption far OWERLAPS (recommended) you must first bind a TL5/S5L certfficate file (* pfx) ta it. This can be a full
certificate chain from a trusted authority or a seff-signed certificate generated manually. Once you have the certfficate, click the "Add a
MNew Binding” button below to bind it to the server’s IP address, hostname or DNS alias.

HTTPS Certificate Bindings
Hostname or [P Address 4 Port Certfficate Thumbprint
192, 443 deb 1791 7b5ce 174821

overtaps int64dev Jocal 443 |deb17e9170%ce1748194a2206cdd38d5d A 79

[] Show Legacy Bindings (=xplain)

| AddaMNewBinding.. | Delete Selected Binding | | Disable OVERLAPS HTTPS

Figure 13 - Configuring HTTPS usingtte Configuration Utility

The list of HTTPS Certificate Bindings will be automatically populated with any
discovered on the server (only those related to OVERLAPS will be show n).

Some older versions of OVERLAPS used an alternative GUID to label their certificate bindings.
f you cannot see your bindings in this |Iist, tr

3.3.1.1 Adding a New Binding
To start adding a nAdwaNewBiingrg, batiok.the 3

18
Copyright ©2018 -2020 Int64 Software Ltd. | Last Updated 22nd October 2020



OVERLAPS 3.0.11.0

Add a Certificate Binding >

Cerificate

Select an already loaded certfficate or load a new cerificate file with Browse.

Browse...

152.168.1.215 443 =
wil Zappsrvr int6ddev local 443 =
Create Binding Cancel

Figure 14 - Adding a New Certificate Binding

If you have already loaded a certificate this session, it will appear in the dropdown list

so that you donAt have to | oadk it Bréwselj eadh olmi ndi
to locate and load your certificate file (*.pfx).

If the certificate is secured with a password, you will be asked to enter it. Then you will
be asked to identify the type of certificate.

Certificate Type >

Please confimm how this certficate was generated below. This will help us to decide where
the cerfficate should be stored on the server.

() Full Chain Certificate
Select this option if the cerificate was generated by a Trusted Root Authority.
(® Self-Signed Certificate

Check this option if you manually created a Self-Signed certificate.

Cance

Figure 15 - Identifying the Certificate Type

The Configuration Utility will attempt to automatically determine this, but please check
that the selected value is correct.

Full Chain Certificate

Select this option if the certificate was generated by a Trusted Root Authority. T his can
be a third -party authority (e.g. Thawte, Comodo SSL, or Lets Encrypt), or your own
company root certificate.
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SeltSigned Certificate
Choose this option if the certificate was generated without the involvement of a trusted
root authority, such as if it was generated in 1IS or by OpenSSL.

Add a Certificate Binding *

Certificate
Select an already loaded certificate or load a new certificate file with Browse.

[Subject] CMN=xilZappsrvr, O=Int64 Software Ltd, C=GB[lssuer] CMN=xilZa ~ Browse... View

() IP Address Binding

(®) Hostname Binding

Hostname Part
||:|~.rer|a|:|s irt6ddey local w | 443 =

I Create Binding I Cancel

Figure 16 - Certificate Loaded, Configure the Binding

Once the certificate has been loaded or selected, select the target to bind it to (IP
Address or DNS Hostname/alias) and either select the desired value from the dropdown
list or enter your own.

The port will be automatically set to the HTTPS port configured in OVERLAPS and
shoul dnAt be changed here. Uf you need to use a
in OVERLAPS first.

Oncedone, <c¢lick J3Create Bindingj to finish the pro
binding will now appear in the bindings list.

HTTPS Cerificate Bindings
Hostname or IP Address Port Certificate Thumbprirt
192.168.1.215 443 deb17e91 7 bHce 17482 194a22e6odd 38d9d Fe 79

e e deb17e917b%ce 1748¢ 1942226 6cdd 38d%d Fe 79

Figure 17 - New certificate binding

3.3.1.2 Deleting an Existing Binding
To delete an existing binding, select i t i n t he | i Betete Setected Bihding ki t he 3
button.

3.3.1.3 Enabling or Disabling HTTPS in OVERLAPS
As with the Basic HTTPS setup, once a certificate binding has been setup you can tell
OVERLAPS to start processing BnateXOVERLAPSquest s by
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HTTPS button. WDisabehi snsetadd, 3t hen OVERLAPS is al
listen for HTTPS requests.

3.3.2 Configuring HTTPS using the Configuration Utilitye HTTRLEgacy Tab
If you would prefer to go back to the old way of config  uring certificate bindings, click the
JShow Legacy HTTPS ConfigurationTab § butt on on the Untroduction

[ OVERLAPS Configuration Utility x

Introduction  Users and Groups  Host HTTPS (Legacy) HTTPS HKerberos Seftings Tools
Certificate Installer

To enable HTTPS encryption for OWERLAPS (recommended) you must first bind a TLS/55L certfficate file (" pfx) to it. This can be a ful
certificate chain from a trusted authority or a selfsigned cerificate generated manually. Once you have the cerfficate, select it below,
click Load Certfficate to verfy it, then enter your OVERLAFS server's DNS hostname and |P address and click Bind Cerificate.
successful, you will then be able to enable HTTPS support in OVERLAFS.

Certificate File (" pfx) | | Browse ...

Certfficate Password | |

Cerficate Type Seff Signed (Intemal) ~

Certificate Information Load Certficate

Bind to Hostname(s) |oueﬂaps.ir|t54deu.local
(Separate host names wih 3 semicolon (. ¥ your cerficate uses 3 widcand,  may help fo add that here)

Bind to IP Address 152 168.1.215 il
HTTPS Part 443

- Bind Certificate to OWVERLAPS Un-Bind Certificate
Status: Certfficate installed, HTTPS enabled. Enable OWERLARS HTTFS Disable OWERLAPS HTTFS

Figure 18 - Configuring HTTPS using the Configuration UtilityBasic)

To install the certificate, click browse and locat e the .pfx or .p12 certificate file (your
private key), and enter the password if required. = Then select the correct Certificate Type
for the certificate file.

21
Copyright ©2018 -2020 Int64 Software Ltd. | Last Updated 22nd October 2020



OVERLAPS 3.0.11.0

Certificate Type
Depending on the type of certificate (third-party or self-signed), select tle Certificate Type
from the dropdown. This will effect which Certificate Store it is installed into.

If you find that the process succeeded, but your HTTPS connection keeps failing after hours or
days, try unbinding it, changing this value and then re-binding it.

If you have a certificate created from your own internal root certificate then select value
appropriate to that root certificate instead.

Click Load Certificate . The Configuration Utility will attempt to load the certificate file
and display its information for you to confirm

Once loaded, you can then specify the hostname (s), IP address and HTTPS port of your
server that you want to bind the certificate to, then click Bind Certificate to OVERLAPS
to import and bind the certificate.

If everything works as expected, you can then click the Enable OVERLAPS HTTPSbutton
to set OVERLAPS to host encrypted content.

If your certificate is self-signed, youwill then need to distribute the public key part of your
certificate (typically a .cer or .der file) to the Trusted Root Certification Authorities store on
any client computer which will be logging into OVERLAPS. This can be done using Group
Policy

Never distribute your private key to client devices!

3.3.2.1 Wildcard Certificates (e.g. *.contoso.com)

Wildcard cer tificates are supported by OVERLAPS, but when specifying the hostname to
bind, enter the actual URL of overlaps (e.g. overlaps.contoso.com) and the wildcard,
separating the two with a semicolon. For example:

Bind to Hostname(s) ||:nrer|a|:|s.ir|1 64 com;” int64.com|

(Separate fost names wih 3 semicolon ) F vour cedificate uses 8 widcand, § may help fo aod that here)
Figure 19 - Binding a wildcard certificate

3.3.3 Configuring HTTPS using olconfig.exe
You can install and configure HTTPS encryption using the olconfig.exe tool in one of two
ways:
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3.3.3.1 Installing from the certificate file
f you have the certificate ftiplse /awaitlfdlleg, cyamnm:
specifying the certificate filename and password (if needed):

olconfig.exe https /certfile <filename> [/password <password>]

3332InstalingF NEY | OSNIAFAOFIGS | f NBIFIRe Ay @2dzNJ aSNBSH
If you have already installedthe cer ti fi cate into your serverAs <ce
instead use olconfig.exe using the certificateAs

olconfig.exe https /thumbprint <certificate thumbprint >

Note depending on your certificate, it is important that it is installed in the correct Certificate
Store:

Third-Party certificates should be installed in the Current Computer z Trusted Root
Certification Authorities  store;

SelfSigned certificates shouldbe installed into the Current Computer - Personal certificate
store.

An Error 1312 is not uncommon here and can happen due to a number of reasons in

the underlying Windows HTTP APIcode. Typically it means that when the certificate was

i mported, it wasnAt marked to be pelfthis sted in th
problem persists, try removing the certificate and re  -installing it, or configuring

manually using t he sedaZdtCenfiguring HTTRSanandially().

3.3.4 Configuring HTTPS manually

To configure HT TPS manually, first i nstall your certificate file to the appropriate

certificate store (see online for instruction on doing this). This will be the Current
Computer z Trusted Root Certification Authorities store for third  -party certificates (e.g.
Thawte, Comodo SSL or Lets Encrypt), or the Current Computer 7 Personal store for self -
signed certificates.

Once the certificate is installed, you can link it to the ~ OVERLAPService by using the
netsh command as shown below:

3.3.4.1Link to IP Address Port

netsh http add sslcert ipport=0.0.0.0:443 certhash=<thumbprint of your
certificate> appid= {4e893f69 - 206d- 49e3- af7e - 5813a2cf0281}

3.3.4.2 Link to Hostname and Port

netsh http add sslcert hostnameport=<servername>:443
certhash=<thumbprint of your certificate> appid ={4e893f69 - 206d- 49e3-
af7e - 5813a2cf0281} certstorename=<store>
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Where 3<store>j wildl be either 3MY}j for the Pers
Certification Authorities store.

You should receive the message 3SSL Certificate
receive the message 3A specified | ogon cauElssi on d
be installed in the wrong store, check that itis in the  correct one before trying again

3.3.5 Enabling HTTPS in OVERLAPS

If you are not using the Configuration Utility,  then once HTTPS is configured you will
need to enable HTTPS in OVERLAPS from the Configuration page (see 8.4.1
Communication Security on page 73).

Additional Note: Unencrypted HTTP once HTTPS is enabled

In previous versions it was recommended to then disable the unencrypted HTTP port. Now,
however, any attempt to access the HTTP port when HTTPS is enabled will be redirected to the
encrypted port, so it is safe to leave it enaled.

3.3.6 Troubleshooting HTTPS
There have been reports of HTTPS working initially when bound using the instructions
above, but then failing again after a few hours and producing errors on client browsers.

This typically comes down to one of the following prob  lems:

3.3.6.1 Certificates getting removed from their store

Mi crosoftAs CryptoAPU v2 is responsible for auto
certificate store, and sometimes it has been known to remove your own trusted

certificates.

You can check if this i s happening by looking for event code 4108 in your Windows
Event Log.

If installing the certificate using the Configuration Utility, make sure you are selecting

the correct Certificate Type setting as this will attempt to put it into the correct store. If
installing manually, make sure that self -signed certificates are installed into the
computer As Personal store, and third pRatyyy certi

Root Certification Authorities store.

3.3.6.2 Wildcard Certificates
Wildcard certificates (e.g. *.contoso.com) need to be bound using their wildcard as well.
For more information, see 3.3.2.1 Wildcard Certificates (e.g. *.contoso.com) on page 22.
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3.3.6.3 Mismatching Issed To or Subject Alternative Name (SAN)

The client

browser wi

[ 1 examine the siteAs

visiting matches what the certificate is for. Check these values for inconsistencies that

may be causing the problem.

3.4 ADDING THERSTADMINISTRATORS
Before you can login the first time, you must first add you  rself as an Administrator user.

3.4.1 Adding an Administrator from the Configuration Utility

Introduction  Users and Groups

|Users and Groups

Usemame

int&4 local /LAPSSef Service v vy
int64 local/LAPSUsers ¥
int&4 local /daleader '

||Fk:nnve

HTTPS Kerberos Configuration File  Tools

Uger Information

Domain |ir1tE-4.IocaI |

|semame | LAPS Adming |

Administrator [
2FA Enabled

Figure 20 - Adding an Administrator from the Configuration Uti lity

To add an Administrator from the Configuration Utility, navigate to the Users and

Groups tab, then:

Click New

i A

box

The user should now appear in the list.

Enter the domain and username of the user
Check the Administrator
Click Save Changes
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3.4.2 Adding an Auhinistrator from OLconfig.exe

= Administrator: Command Prompt

sWindowsssystem3d2 >"CinProgram Files <x863)~0UERLAPS“0lconfig.exe”™ user ~help
OVERLAPS Configuration Tool
opyright 02828 Int64 Software Ltd

List all OUERLAPS users and group

[{domain >~ 1{username > Add a user from Active Directory
[{domain’~I{username’> ~add Aadmin Add an Administrator user from Ac
Directory

[{domain>~1{username’> sremove Remove a uszep

[{domain>~ 1{username’> ~admin Make a user an Administrator
[{domainX>/1<{username> ~noadmin Remove a user’'s Administrator rig

[{domain>~ 1{username> ~disabletwofactor Dizable two factor authentication
user account

sMindowsssystem32>_

Figure 21 - olconfig.exe user /help

To add yoursel f, u saconfigrere usen amyuserame> ladde add mi n
(substi<myuseinanme> 3 f or your Wi n d.df everytding gorkat hera me )
you should receive a success message.

Mindowsssystemd2 > "ConProgram Files (x86>~0UERLAPS“olconfig.exe' uszer eking ~a
d Aadmin sverhose
OUERLAPS Configuration Tool

opyright ©2020 Int64d Software Ltd

Adding user.
Buccess.

Figure22 - User added from "olconfig.exe"

3.5 UNINSTALLINZERSIOR.00ORLATER OREINSTALLEAREVIOUSERSION

If for some reason you are not happy with the changes made in Version 2.0 ory ou are
experiencing difficulties and would like to return to an old version while a fix is being
worked on by our Support team , you can simply uninstall it and reinstall using the old
installer.

However, please note that various settings and data are remov  ed as part of the upgrade
process as they are now stored in the database. To make restoring an older version

easier, before the update is carried out your old configuration file is backed up to the
location below and appended with a time code.

C:\ ProgramDaa \ Int64 Software Ltd \ OVERLARSIbmbackup

|Z| config-200216-193851 xml

Figure 23 - A backedup configuration file from the upgrade procedure
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To restore your old configuration, simply copy the appropriate file and overwrite the
version 2.0 config.xml file. Please make sure that the OVERLAPS service is not

running when doing this.
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4 ACTIVE DIRECTORY

4.1 MuLTIPLBOMAINFORES8JPPORT
From version 1.3.4 OVERLAPS now supports multiple domain environments with a
properly configured trust relationship.

4.1.1 Navigation

By default, when populating Organizational Units, OVERLAPS will look to the root

domain of the forest and from there discover any accessible child domains. However

this can be modified from the  Configuration Ut i | i t y As byohdngingthg s t ab
MultipleDomain Preferencg v al ue to the foll owing:

0=Gw220CANBRGE o05STFI dzf G0
Seeks the root domain in the current Forest and then attempts to include child
domains.

1 =¢SingleDomainOrdy
Limits OVERLAPS to the domain that the server is in only. No attempt will be madet o
attempt to read any other domains in the Forest.

H I 46aSYOSNLCANEREGGE
Selects the domain that the OVERLAPS server is a member of first, and then attempts to
include any other domains in the current Forest (including the root if it is not the same).

4.1.2 Authentcation

Un J3Si ngl e Dmoaeg user@uthentigation is also limited to the current domain.

Otherwise in a multi -domain environment, users will be prompted for their domain

prior to logging in (or havaudger rsaumpejl geofi tt Hen aa e
Windows Integrated Authentication).

Universal Groups are supported for user | ogin, as are per -domain groups.

When adding a user or group in a multi -domain environment, the autosuggest
mechanic will search all domains once you start typing and allowy  ou to select from the
found users .

4.1.3 Enabling/Disabling Individual Domains

If you are in a multi -domain environment, but wish to stop OVERLAPS from talking to
one or more of those domains, you can disable them from the Config -> Settings ->
Active Directory section.

For more information, see 8.3.4 Active Directory on page 69.
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4.2 MuULTIPLEORESTRUSTUPPORT
From version 2.2.0.0 OVERLAPS supports adding users and groups from other  Active
Directory Forests with an appropriate trust relationship.

Note that it is still the case that only computers in the current forest can be managed.

4.3 PERMISSIONS

In order to view and expire the Microsoft LAPS managed Local Administrator
passwords, OVER.APSrequires the following permissions in Active Directory to the
Organizational Units (containers) in which the managed computers reside:

A Read ms-McsAdmPwd
A Read ms-Mcs-AdmPwdExpirationTime
A Write ms -Mcs-AdmPwdExpirationTime

Configuring these permissions manually can lead to unexpected behaviour, so it is
recommended to make use of the PowerShell scripts that come with Microsoft LAPS to
grant them.

As OVERLAPSuns as Local System on the host server by default , you will need the

server As ¢ 0 mp urmeda proeeede nkess you arausing a designated Service

Account (see 8.3.4 Active Directory on page 69). This should be the name of the server
followed by adollarsign ($), so i f the server is called J3myover|l
computer account name would be 3Imyoverl aps$ij

1. Launch PowerShell using an account which has the necessary Active Directory
modification permissions.
2. Load the LAPS module by typing:

Import - Module AdmPa.PS

3. Grant read permission to the Local Administrator password property with the
command:

Set- AdmPwdReadPasswordPermission - OrgUnit < Distinguished_Name_of OU > -
AllowedPrincipals <  Account _Name>

4. Also grant write permission so that you can reset the password expiry time,
forcing a reset when LAPS next runs on the client  (on a Group Policy update) :

Set- AdmPwdResetPasswordPermission - OrgUnit <name of the OU to delegate
permissions> - AllowedPrincipals <computer account name>

5. Restart the OVERLAPService to make sure it picks up the new permissions.

If everything went to plan, OVERLAPSwill now be able to view and trigger a reset of the
Local Administrator passwords.

29
Copyright ©2018 -2020 Int64 Software Ltd. | Last Updated 22nd October 2020



OVERLAPS 3.0.11.0

4.3.1 Testing the LAPS Permissions

OVERLAPS includes a pair of command line tools for testing your LAPS permissions:

Jl apscheck. exe} and 3l apscheck_system. exej. Both
Name of either a computer or Organizational Unit in Active Directory to check the LAPS

setup.

Jl apscheck. exe} also all ows ysawrdifyouwam®ci fy a use
check the access of another AD account, while J3I
check the access that the LOCAL SYSTEM account on the current computer has. The

latter is useful for checking the access the OVERLAPS has as this is t he account it runs as

by default.

,DC=int64,DC=1local’...

c permissions...

READ WRITE

READ WRITE

: Thursday

UTC+01:00)

Figure 24 - Output of the LAPSCheck tool
The process followed and problems checked for are:

1. Connect to Active Directory and attempt to find the object identified by the
provided Distinguished Nam e.

2. Attempt to read schema information about the LAPS properties from Active
Directory. If this fails then check that your LAPS installation was successful.

3. Get the permissions on the object and search specifically for ones granting
read/write permission to the LAPS properties (ms -Mcs-AdmPwd and ms -Mcs-
AdmPwdExpirationTime).

4. Finally, if the distinguished name is for a computer, attempt to read the LAPS
password itself and the expiration time.

If you have any problems with this process, please get into contac  t with our Support
Team for assistance (see 10.3 Contacting our Support Team on page 84).
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Important Note: The output of the 3l apscheck. exesj
may contain identifying information about a computer and its current Local Administrator
password. If you are emailing us this output data, please remove this information first

4.3.2 Multi-Domain Permissions
In multi -domain environments, the LAPS permissions will need to be applied to each
domain.

4.3.3 Computer Management Tool (CMT) Permissions

The Group Policy Update CMT requires the Windows Management Instrumentation
(WMI) interface to be configured and enabled on your clients, and for the OVERLAPS
server to hav e permission to access it.

f you donAt tedlssvhichmake wse ef WiMh(everything except the Ping
tool ), then you can ignore this section.

The easiest way to configure WMI is by adding the OVERLAPServer to the Local
Administrators group of the computers it needs to manage.

Alternatively, to setup the precise permissions manually, follow the below guide . Most
of these settings are configured in  Group Policy except for the first, whic h must be done
on each computer.

4.3.3.1 WMI NamesgacePermissionglocally on each computer
1. On the computer to be managed, run  wmimgmt.msc in a command prompt

2. Right-click WMI Control (Local), and select Properties

3. Select the Security tab

4. Select Root and click the Security button

5. Clickthe AddY button

6. Click the Object Types button and make sure Computers is selected

7. Enter the name of the OVERLAPSserver and click Check Names . The computer
object of the server is now filled in automatically

8. Click OK

9. Click Advanced

10. Select the OVERLAPServer in the list

11. Click Edit

12. In the Applies to list, select This namespace and subnamespaces

13. Check the permissions boxes for : Execute Methods , Enable Account , Remote
Enable and Read Security

14. Click OKin each dialog until you have exited back to the main window.

4.3.3.2 User Rights Assignmef@oup Policy)
Computer Configuration > Policies > Windows Settings > Security Settings > Local Policies >
User Rights Assignment
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The OVERLAPS server may require to be added to the following policies to grant it
permission to remotely manage computers:

Act as part of the operating system
Impersonate a client after authentication
Log on as batch job

Log on as a service

PwbdpE

4.3.3.3 DCOM Machine Access Restrictions and Machine Launch RestfatampsPolicy)
Computer Configuration > Policies > Windows Settings > Security Settings > Local Policies >
Security Options

1. Doubl e c DCOMkMathineAcdessRestri ct i opns¥etting
2. Ch e ¢ k Defiheghis policy setting | b o X
3. CI i Edk Sedurity
4. Cl i Addj 3
5. CI| i @blect Bypes i
6. Check Contpaters3j opti on
7. Enter the name of the OVERLAPS server foll owe
8. Click OK
9. With the server selected, chec kthe Allow o pt i o rocél Access} and
JRemote Access i
10.Repeat thes®COMepMatbhind Launch, Restepttions’

checking Allow for all four options.

4.3.3.4 Firewall Setup (if using the Windows Firew&Hpup Policy)
Computer Configuration > Policies > Windows Se ttings > Security Settings > Windows
Firewall with Advanced Security > Inbound Rules

1. Right click on the right pane and select New Rule

2. Select Predefined and Windows Management Instrumentation (WMI) in the
list

3. Click Next

4. Tick all the Windows Management Ins  trumentation -rules in the list (usually 3
items)

5. Click Next

6. Select Allow The Connection

7. Click Finish

4.3.3.5 Enable thaNindows Management Instrumentatio/MI) and the Remote Procedure Call
(RPC) Servicésroup Policy)
Computer Configurations > Preferences > Control Panel Se ttings > Services

1. Right click in the right pane, select New -> Service
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2. Change Startup to Automatic

Click¥Yjt hhbeutdt on next to 3Service namej;j

4. Scroll down to Windows Management Instrumentation (Winmgmt) and select
it

5. Ch a n &e&vicd action } tStart sérvi cej

6. Repeat this for the Remote Procedure Call (RPC) (RpcSs) service.

w

If you have done all of these steps but are still getting an  JAccess Deniedj or JPrivilege
not held } error, refer to the Microsoft Support article below :

https://support.microsoft.com/en __ -au/help/4020459/privilege -not -held -error -with -
powershell -stop -computer -command -and-pow

33
Copyright ©2018 -2020 Int64 Software Ltd. | Last Updated 22nd October 2020


https://support.microsoft.com/en-au/help/4020459/privilege-not-held-error-with-powershell-stop-computer-command-and-pow
https://support.microsoft.com/en-au/help/4020459/privilege-not-held-error-with-powershell-stop-computer-command-and-pow

OVERLAPS 3.0.11.0

5 DATABASE

5.1 INTRODUCTION TO TMEABASE
OVERLAPS uses a SQLite database to store, query and organise much of its data. The
database file can be found at the following location:

C:\ ProgramData \ Int64 Software Ltd \ OVERLARS®Vverlaps.sqlite

5.2 BEDITING THRATABASE

While the database file can be modified using a variety of tools available on the internet ,
it relies heavily on inter -data relationships (foreign keys) and making any changes to the
data could lead to unexpected or undesirable results.

Additionally, much of the data found in the database is frequently re -scanned from its
source (Active Directory) and updated. So any manual edits are likely to be replaced
automatically, making it much more preferential to modify the source data rather than
that stored in the database.

For these reasons, we do not recommend manually editing the database fa
situation presents itself in which making manual adjustments is deemed necessary,
please contact us (see 10 Getting Support on page 84) first to see if there is a better
way.

5.3 DATABASBACKUP ANBESTORE
The OVERLAPS database is automatically backed up at 01:30 every mornin g (local server
time). The backup file can be located at:

C:\ ProgramData\ Int64 Software Ltd  \ OVERLAR®verlaps.backup.sqlite

In the event that you need to restore the backup, please follow this procedure.

1. Stop the OVERLAPS service

2. Take a copy of both the overlaps.sqlite database file and the
overlaps.backup.sglite  backup file .

3. Delete the overlaps.sglite database file

Rename the overlaps.backup.sglite  file to overlaps.sqlite

5. Start the OVERLAPS service

B
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6 USER | NTERFACE

M@ Browser

Figure 25 - The Main Menu

The main menu provides access to all of OVERLAPSages. The items available depend
on the permissions of the currently logged in user.

6.1 BROWSER

Browse Active Directory x

inte4
Domain Conkrollers
ManagedDevices
Clients

Development (UK - South)

Servers
ManagedUsers
Microsoft Exchange Security Groups

UnmanagedDevices

@ Click to highlight an Active Directory container to view, then click again to open it. Alternatively, use the cursor keys to navigate to a
container and hit Space or Enter to select and open it

(1 Open Selected Container X Close

Figure 26 - Browsing Active Directory

The Active Directory Browser window al lows you to quickly navigate your Active
Directory structure for a particular Organizational Unit or container . Click atree item to
select it, then click again to open to that page.

Items appearing in blue have been renamed from how they appear in Active Directory
for clarification purposes (for more information, see 8.2.4 Renaming a Container on
page 66).
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6.1.1 Duplicate Containers in the Browser
Some users may experience duplic ate containers showing in their browser like the
example below.

PublicAccess
Roaming
Terminals
mdomain
ManagedDevices
Development

Management

Figure 27 - An example showing duplicate container entries

This occurs when a user is gran ted permissions to containers through ~ more than one
combination of groups o r direct (explicit) membership . In this example, the user is
explicitly defined in the OVERLAPS user 1|ist
domain. However, they are also a member of a Security Group which was added to

ano

OVERLAPS and givenpermisson t o the 3Clientsj Organizational

that OVERLAPS now dynamically populates this tree, they are therefore seeing both
entry points into the domain.

This is not anything to be concerned about, anditshould not i mpact on t he
experience. However, if you wish to avoid this, try to limit the number groups that users
are a member of and keep your permissions simple.

6.2 COMPUTERIST

[f Development (UK - South) , 7 -
int64 / ManagedDevices /[ Clients /[ Development (UK - South)

O i Computer Name Description

O ® LXCLIENT1 Front Desk Workstation

O ® LXCLIENT12 Card Prinker Station 8

Figure 28 - The Computer List

When a valid container is selected, you will s ee its name, a breadcrumb navigation list,
and any computers in the container.

6.2.1 Breadcrumbs
Use the breadcrumb links to jump to any container immediately above the current one.
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Alternatively, click the last item (the current container) to show a dropdown of the child
containers under this one, allowing you to  quickly navigate further down the tree (as
shown below).
mdomain / ManagedDevices [ Clients =
Child Containers

0 Computer Name
PublicAccess

O  MDERCLIENTY Roaming

Terminals

Figure 29 - Navigating to child containers without opening the Browser window

Note that if the current user does not have permission to any of these containers, one
of two differences will show depending on your setting under

Config -> Settings -> Security -> Container Visibility

For more information on this, see 8.3.1 Security.

If you have unchecked t h e o p t Hide linksttocconthiners when a user doesnot have
permission to itj then these containers simply  will not show in the breadcrumbs.

If, however, you have this option checked , then the containers will be sh own in the
breadcrumbs, but they will not be clickable links.

6.2.2 Viewing Computer Information
Users with the Read Computer Infopermission can open a window with more detailed

information about any of the computers in the list by clicking the © jcon nexttoi t.
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Computer Information (ilxclient1.int64.local)

g f

Host Mame
DMN5 Host Hame
Distinguished Mame

Last Ping Result

Description

GUID

Location

Last Logon

Last Logoff

Logon Count

Managed By

Operating System
Service Principal Mames
Creation Date

Modified Date

LAPS Password 5tatus

t he

user
Description field to change it. This information is written to the Active Directory

ILXCLIEMNTT

ilxclient1.int&4.local

CMN=ILXCLIENT1,0U=Development, OU=Clients, OU=ManagedDevices, DC=inte4, DC=local

Mo Informaticon

Front Desk Workstation

f29ch6c-ae7a-442a-a22a-7e7ds0b74136
Location

26/07/2020 16:19:53

CH=Amalia Osborne, 0U=Users, OlU=ManagedUsers, DC=int&4,DC=local

Windows 10 Enterprise Evaluakion (10.0 (14333))

TERMSRW/ILXCLIENT1
26/07/202016:19:53

26/07/2020 16:19:53

f

Password is set (Expires at 20/08/2020 18:16:32)

Save Changes

X Close

Figure 30 - Viewing Extended Computer Information

has the 3Wr

t e

descrip tion field if OVERLAPS has permission to do so.

6.2.3 Viewing a single computer password
From the computer list you can click on a computer to display its LAPS managed Local
Administrator password.

Tr

i al

Vver si

ons

Computer

Unf or mati onj

wi ITRIALWERSION a iy n $fthe acuet gass\wogde 3

However, the background work to retrieve the password is still carried out to help make sure

that your configuration is correct and works with OVERLAPS prior to purchase.
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6.2.3.1 Plain Text View

Current LAPS Password X

Current password For compukter MDERCLIENT1:

%

Password will expire at 22/01,/2020 10:54:16 UTC

= Expire Password ¥ Close

Figure 31 - Viewing a LAPS Managed Password

From this window you can click the 3Copy to Clip
copied to your system clipboard.

6.2.3.2 Phonetic Alphabet View

@ %

0 (5 5 DELTA lima YANKEE
HOTEL QUEBEC romeo 2  vyankee O
bravo

Figure 32 - Showing the password using a Phonetic Alphabet

Click i ng %?hebﬂt ton switches the view to the Phonet
several of these available ( selected the Config page , see 8.3.5 Customisation on page
71), this example shows the short NATO version.

6.2.3.3 Expire Password

This has two modes of operation: immediate and specific date/time. By default, a user
with the Expire Password permission using this function will cause the password expiry
to be set in the past, there by trigger ing a password reset on the computer.
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df t he Alpw Alllsets to Bpecify an Expiry Date and Time i setting has
enabled (see 8.3.2 Password Reset on page 68), then all users with the Expire Password
permission will instead be prompted to enter an expiry date and time.

Expire LAPS Passwaord x

Enter the date and time that the computer's LAPS password
will expire. When the computer next refreshes its Group
Policy after this time, the password will be reset by LAPS.

2020/07/27 16:29

X I.::I'C.SE

Figure 33 - Specifying a Password Expiration Date and Time

Alternatively, i f you donAt wa n tsersaodwowdtpreferhoidsitoh aper al | u
user/group basis, then you can enable t h &et & Precise Expire Date & Time § setti ng
enabled on a u s l@serAccess Levelssettings (see 8.1.4 Changin g U sAeaess kevek

on page 59).

Note that an expired LAPS managed passwordvill only actually reset when the computer
next performs a Group Policy update.

6.2.4 Batch Password Retrieval

Cl i ¢ ki Digplay Passwoids for Selected Computers { button will retrieve the
current password information for all of the selected computers. When retrieved,
passwords are blurred for security reasons and can be displayed by hovering over the
password or toggled between blurred and displayed by clicking them.
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Hostname Description Password Expiry

WSCLIENTA Shared counter computer z1IFARIn@&dgPV}#s16r 04/02/19 11:48:52 E
7

WSCLIENT2 12/02/19 15:09:13

< Display Passwords for Selected Computers

Figure 34 - Retrieving Multiple Passwords

6.2.5 Computer Status Alerts
Each computer may show an alert icon on the right side of its entry. This indicates that
the state of that computerAs LAPS managed passwo

This symbol indicat es that the LAPS password has expired and is due to be
refreshed by the system. If this remains in this state for a long time, it may indicate
that the computer is not processing its LAPS policy correctly.

This alert indicates that the computer does noth  ave any LAPS password data in
Active Directory. If your LAPS installation is new, or the computer has only
recently been added then this may be normal.

6.2.6 Notifications

If you have configured an email server (8.5 Email Server on page 74) then the
Notifications system become s available. When this happens, a new button will appear in
each container.

Aanage Motifications

Figure 35 - Manage Notifications button

Clicking this br ings up the Manage Notifications window where you can set or remove
what notifications you want to receive and how often.

Note that in order to setup notifications on a container, a user must have permission to
read the passwords in that container (with or  without Authorisation).
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Manage Notifications x

Motifications can be used to setup alerts whenever a user reads and/or resets a computer's
password in any given Organizational Unit.

Motify on Password Read
Check this box if you would like to be notified whenever a user reads the password of a computer in this
Crganizational Unit.

MNaotify on Password Reset
Check this box if you would like to be notified whenever the password of a computer in this Organizational Unit is
expired by a user.

Maximum Motification Frequency (in minutes)

30 >
This is the minimum amount of time that will pass before amother notification is sent to you. This is a balance between
getting notified quickly, and not getting spammed. By default this is set to 30 minutes.

Additional Recipients

alerts@inkté4.local

Provide a list of additional e-mail addresses to also receive these notifications (separate each address with a semi-colon
e.g. "admins@contoso.com;alerts@contoso.com”). For security reasons, the domain parts of the e-mail addresses may be
need to be on an approved list.

O Apply to all children

Check this box to apply this Notification change to all Organizational Units beneath this one as well

Save Changes X Close

6.2.6.1 Triggers

Figure 36 - Manage Notifications window

You can have notifications sent to you when anyone reads the password of a computer
in this Organisational Unit, expires a password, or both.

6.2.6.2 Maximum Notifcation Frequency

Setting the Maximum Notification Frequency will prevent you receiving a notification
every time one of these actions happens. Instead they will be grouped together and
only sent at the specified frequency.
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6.2.6.3 Additional Recipients

If you wan t other people to receive these notifications as well, or want them sent to a
distribution group, then you can add additional email addresses here separated by a
semi-colon (}).

4 f Rdstact BecipientDomains § setting has been ddske8bed i n E
Email Server, page 74), then any email addresses here must be a part of the domain(s)

listed in that setting. This is designed to prevent data from leaving your dom ain

unintentionally.

6.2.6.4 Apply to all children
Finally, you can opt to also apply these notification settings to every Organisational Unit
under the current ly opencontainer by checking the JApply to all ¢

6.2.7 Computer Management Tools

@ Group Policy Update
% Ping
& Restart Computer(s)

% Shutdown Computer(s)

[ More Actions... =

Figure 37 - Computer Management Tools

You can ask OVERLAPS to perform additional tasks on the selected computers from the
More Actions § button. Currently this is |imited to pe
Group Policy Update.

Note that all tools except for Ping require Windows Management Instrumentation (WMI)
access to the client computers (seet.3.3 Computer Management Tool (CMT) Permissionsn
page 31).

Clicking one of the Computer Management Tools when one or more computers are
selected will open a window which may prompt the user for additional parameters

and/or confirmation if needed, and will initiate the task and allow the use r to monitor its
progress. After the ta sk is initiated, its progress and results can also be viewed in the
Management page.

All Computer Management work is controlled by a queue and handled by a background
thread.
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Computer Management Results X

Please complete any additional information requested below and click "Confirm” ko begin this task.
Depending on the number of computers, the load on the server and the task itself, this may take a while.
You can leave this window open to wait For the results now, or click the "Management"” main menu button
to go to the Management page and view your queue and hiskory.

Message to Display *

This cornputer is about to be restarted.

Countdown Timer (Seconds) *

30

O Force Restart (Log out users)

Figure 38 - A Computer Management Tool with extra options and confirmation

Computer Management Results X

The selected task is now running. Depending on the number of computers, the load on the server and the task
itself, this may take a while. You can leave this window open to wait For the results now, or click here to go ko
the Management page and view your queue and history.

Hostname Result
ILXCLIENT1 Success (192.168.1.112)
ILXCLIENT12 Failed

Figure 39 - Results of a Ping operation on two computers

The results can also be seen in the Management page.

6.3 MANAGEMENT
Shows the recent history of Computer Management Tasks that have been run on all
devices by the current user, except for Administr  ators who will see the tasks of all users.
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6.4 AUTHORISATION

If you have configured an email server thenyou wi | | have the ability to
permissions so that they require manual authorisation to read and/or expire a

computer As pas s wrganisationahUnih gi ven O

This is configured through the Permissions screen in the Config page (8.2 Permissions
(Active Directory) , page 64).

If a user requires authorisation for a n action, they will be prompted to provide their
justification. This will then create an Authorisation Request which is emailed to any
named Authorisers for that particular OU. Any one of these authorisers can then
Authorise or Deny the request (optionally  providing their reasoning).

& Pending Requests
O Time of Request Type Requestor Hostname Justification Status

O 03/03/2020 11:16:13 o mdomain.local/shead O MDERCLIENT1 B Read Pending

Figure 40 - Pending Authorisation Requests

6.4.1 Authorisation Page Sections
The Authorisation page is split into three sections (only  one of which are available to
non -authorisers) :

6.4.1.1 My Requests
Shows a list of Authorisation Requests for the currently logged in user and their status.

Once authorisation has been granted, t he user can click the hostname to directly access
the password from this screen (without having to browse to or search for the computer
again). They can also click the justification link to see the current status of the request
and what response s (if any) have been given.

6.4.1.2 Pending Requests
Lists any pending Authorisation Requests which the currently logged in user has
permission to authorise o r deny.

Clicking the hostname of a computer will allow you to authorise/deny that
request , or you can select multiple requests and click the  Authorise/Deny Selected
Requests button to process them in bulk.

Clicking the Read link under Justificationwillal | ow you to see that reques
(if any was provided).

Once a request has been authorised or denied, it cannot be changed.To cancel a request
which was authorised erroneously you must instead delete it , this can be done from the
Historical Requests section
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6.4.1.3 Historical Requests

Shows a list of old requests which were either authorised or denied . Authorisation
Requests are delete d periodically according to your settings (see 8.3.1.4 Authorisation
Request Maximum Age on page 68). If you need information about a n old request which
has been deleted you should consult the History page.

6.4.2 Requesting PermissionAacess Password

If a user requires authorisation to viewt he passwords for the computers in the current
Organizational Unit, then w hen they click to view one of those passwords , instead of
immediately seeing the password, they will instead be prompted to request access.

Current LAPS Passwaord x

In order ko view this computer’'s password you must
submit an Authorisation Request. Enter your
justification for requiring this access below, then click
the "Request Authorisation” button to submit your
request.

Once the request has been authorised or denied you
will receive a notification.

Access Request Justification

I need to install Microsoft Office for the primary user of
this desktop.

m

+/ Request Authorisation X Clos

Figure41 - Prompt to request Authorisation to view this computer's password

Users are given the option to provide additional justification for accessing this
password. This is not required, but is recommended for auditing purposes.

Once the request has been made, any user or users who have Authoriser permission to
this Organizational unit will be emailed to notify them that there is arequest that
requires their attention . They can then login to OVERLAPS and choose to Authorise or
Deny the request.

Note that users which require authorisation to view passwords cannot make use of the bulk
3JDi splay Passwordsj feature to view all of the
retrieve the passwords one at a time.
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Authorise Request x

Read the Password of MDERCLIENTL

Justification provided by shead:
need to install Microsoft OFfice For the primary user of this desktop.

To authorise or deny the request(s) abowve, provide justification For your
decision below and then click the appropriate button. This information will be

communicated the the Requestor(s).

Response Justification (optional)

Ok, please carry out the work promptly.

Figure 42 - Authorise or deny arequest

(]
[e]
L
m

Once a request has been authorised or denied , the Requester will be notified by email
and will then, if the request was authorised, be able to read the password.

6.4.3 Authorisation Request Expiry

By default, as soon as a user who has received authorisa tion views the target
computer As passwor d, autorhaidally reepied. dEstmeans that ifitheyn
attempt to view the password again, they will need to send another request.

In the Security section of the site settings (see 8.3.1.3 Authorisation Request Expiry on
page 67), you can change this so that an authorised Authorisation  Request will stay
active for a given number of minutes after it is first accessed. This  allows a certain
amount of grace time in case the user forgets the password or needs it again very soon
afterwards.
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6.5 HSTORY

Navigating to the History section allows you to view
by users in OVERLAPS.

Date Search
dd/mm/yyyy
Time Action
15/03/2020 14:07:28 G
15/03/2020 14:06:26 -?
15/03/2020 14:06:17 Fol
15/03/2020 14:06:07 )

The JActionij
recorded, wher e

User

shead

shead

shead

shead

Message

User logged out.

User requested to expire the password For the computer MDERCLIENT1 in
QU=Clients,0U=ManagedDevices DC=mdomain,DC=local.

User read the password for the computer MDERCLIENT1 in
OU=Clients,0U=ManagedDevices DC=mdomain,DC=local.

User logged in

Figure43 - OVERLAPS History

provides a quick reference

a sequential list of the actions taken

L Filter
2 3 4 5 6

mag e

the 3Messagej field provides

You can filter the History log by Date,
searched) , or by
for the type of events you want to see.

Date

dd/mm /[ yyyy

Time

26/02/2020 15:54:50

26/02/2020 15:52:32
26/02/2020 15:51:17

26/02/2020 15:48:53

You can change how long historical da ta remains in this log from the Config screen (see
8.3.3.2 Delete history data older than this

Search

t he

Action

Select All

Select Mone

Events
User i
Security Alert
User Actions
waleader
Read Password
waleader Requested Password
Reset Password
waleader
Requested Reset
waleader Self Service Read

Figure 44 - The History Filter

, On page 69).

Text (both the username and message fields are
type of action by usi
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6.6 SEARCH

2

Figure 45 - Searching for Compuers

Clicking the Search menu item will present you with a dialog to find computers by their
hostname. OVERLAPS will remember the last 10 searches you performed within 30 days
and allow you to select from them to perform the search again.

Search results ar e grouped by Active Directory container, and function just like a normal
computer list.

Clicking your search term at the top of the results allows you to refine your search or to
include the computerAs description in the search

£ Search: "client" -

Search

client
Search by: Hostname [ Description
Figure 46 - Editing Search Parameters
6.7 SELFEERVICE

The Self Service feature allows you to specify individual computers that a user will have
permission to retrieve the Administrator password for.

For information on defining Self Service users se8.1.5Ma na gi n g Salf Sehdceon A s
page 60.

If a user has Self Service computers assigned to them , they will receive an additional
menu item (note: if the user has no other Active Directory  permissions, then the Browse
butto n will not be available to them ).

Figure47 - Accessing SelService
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Computers can be assigned to users in one of two ways when setting up Self Service for
that user/group:

1. By manually and indi vidually adding the computers,
2. By ¢ he c klnaude CorhpaterstManaged by the User(s) j checkbox.

The latter option will allow the user (or member users if it is a group) to access the
passwords for computers which they are identified as the owner of t hrough the Active
Directory 3 Mapiecnged Byj

For more information about setting up Self Service users/groups, see 8.1.5 Managing a
Us e Self Service Computers on page 60.

When they log in, or click Self-Service menu button, the user will be shown their list of
Self Service computers and a button for displaying the current Local Administrator
password.

& My Self-Service Computers

[ MDERCLIENTL

Figure 48 - Self Service Computer

Alltheuser needs to do is click the 3View Passwordi
password.

If the Self Service user has the option checked to require Authorisation, then they will
follow the same procedure as regular users requiring Authorisation (see 6.4.2
Requesting Permission to Accessa Password, page 46).

Note that Self Service users cannomanually expire computer passwords . However Rate
Limits still apply andanyonemoni t or i ng t he computer As container
Notification that the password has been read.
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7 PROFILE

Each user now has a few settings that they can change regarding their own experience
within OVERLAPS. They get to this by clicking the Profile main menui tem.

7.1 LANGUAGE
Allows you to select your display language.

7.2 TWOFACTORAUTHENTICATION

Two Factor Authentication (2FA/TFA),or Multi -Factor Authentication (MFA) allows users
to further secure their account by requiring the use of a compatible One -Time Password
generating app (such as Google Authenticator) on their smartphone.

With this enabled, logging in from a new device will prompt the user to enter an
additional code as well as their username and password. The device can then be
Jremember edj ,notherdto énterya catl®the next time, or they can continue
to be prompted. Remembered devices are only validated for 30 days, after which they
will need to provide a fresh Two Factor Authentication token.

This adds an additional layer of security sothatj ust knowi ng someoneAs dom
username and password is not enough to login to OVERLAPS, and it is recommended
for all users.

Google Authenticator QR Code x

Scan the below QR code or enter the manual key into the
Google Authenticator app on your smartphone.

OR Code

Manual Code

ESCM RCNE N72D XPAC

v Activate Two Factor Authentication

Figure49 - Enabling Two Factor Authentication
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7.2.1 Getting an Authenticator App
We recommend, and have tested extensively, using the official Google Authenticator
app available on the Android Play Store and the Apple App Store.

Other compatible apps may also work.

7.2.2 Enabling Two Factor Authentication
To enable Two Factor Authenti caAutomentcildatki drhje J
button.

7.2.2.1 Scanning the OR Code

To add OVERLAPS to your authenticator app, click the button to add a new account and

select the option to 3Scan a barcodej. ¥ou camer
screen QR code to add OVERLAPS.

7.2.2.2 Enkring the Manual Code
As above, click the button to add a new account to Google Authenticator, but select
JEnter a pr.oWwWiodled alneytjhen enter the J3Manual Codej

The user will be presented with a window showing both the QR Code a  nd manual code
for entering into their authenticator app (only one or the other is required).

7.2.3 Logging in with Two Factor Authentication

Once enabled, the user will immediately be taken to the TFA authentication screen to
confirm their code. This is the sam e screen they wi Il see when a new token is required
during login.

Two Factor Authentication

A Two Factor Authentication token is required to login, please open your Google
Authenticator app and enter the current 6-digit code below.

Can't access the Authenticator app? Contact an administrator for assistance.

[0 Remember this device Checking this box will store a signature For the
current device For 30 days, allowing yo

Figure50 - Logging in requiring a Two Factor Authentication Token

Just type in the code displayed in your authenticator app to proceed.
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7.2.4 Disabling Two Factor Aethtication

Two Factor Authentication can be disabled from the Profile screen. If a user loses access
to their account due to a problem with their Authenticator app (or, for example, getting
a new phone), Administrators can disable it for them from the User s and Groups screen
(see 8.1.2 Editing User on page 56).

If Two Factor Authentication is enforced through the Site Settings (  8.3.1.5 Two Factor
Authentication Settings , page 68), then users cannot disable it. Administrator can,
however, remove 2FA from a us eregister Thisis ount
provided in case a user loses access to their phone or their Authenticator app and

needs to reset it.

7.3 SETTINGS

7.3.1 Remember the last container | browse to

Checking this box means that whenever you open the homepage or the Browser
window, you will automatically be taken back to the last Organizationa | Unit that you
visited.

7.3.2 Program Notifications

If your OVERLAPS settings are configured to allow it to check for program updates and
you would like to get a popup natification when an update is available, you can select to
do so from this section.

The opti ons are for notifications when a major update is released (e.g. 1.0.0 to 1.1.0),
and/or when a minor update is released (e.g. 1.0.0 to 1.0.1). The former usually consist

of major new features, system upgrades or fixes for significant bugs; while the latter are
normally released to fix minor bugs.

7.4 NOTIFICATIORETTINGS

1 Notification Subscriptions
A My Subscriptions

O  Path
[0  LDAP://int64.local/OU=Development,OU=Clients,0U=ManagedDevices,DC=int64,DC=local

O  LDAP;//int64.local/OU=5ervers,0U=ManagedDevices, DC=int64,DC=local

Figure 51 - Notification Subscriptions

This section lists all of the containers that the current user has notifications (for
password read/resets) setup on. Notifica tions can be selected using the checkbox and
removed by clicking the 3Del ete Selected
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8 CONFIGURATION ( AdBIFIG 0 )

Use the IConfigi menu item to take you to the OVERLAPS configuration page. Only users
with the J3Edit S areabletgiswthispage.mi ssi on

8.1 USERS ANBROUPS

O Username Domain Special Settings
O #» LAPSUsersDB~ child.mdomain.local

[0 # LAPSReaders~ mdomain.local

O A& waleader~ mdomain.local Edit Settings, History

Figure52 - Users and Groups
Users are managed through the Config p a g é&Jgess and Groups section.

Here you will see a list of all of the users and groups that have been added to OVER LAPS
and have the ability to edit or remove them.

8.1.1 Add a New User or Group
To add a wuser, c¢l i c kbuttoh e wihdéw will apbear allowbg youwtp §

enter the user or groupAs account (user) name.

Figure 53 - Adding a New User
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